SSHO4Y (>

vscode® Remote Developer®Remote SSHE{E>THE#HKT 5
User/2L—+#/.ssh/configlZiB 529 %

Host sakura_vps(root)
HostName [VPSDIPF7KL X]

User root

SSH TargetlZIBMEN DD T, VUYL TYE—MERTESEEHRTENILOK

¥Remote SSHIZ& T 5154
IS—RNAENTarav RN ELTIS—(ZHBET—R
https://www.hanatare-papa.jp/entry/technology-tool-editor-1

os7vy7T—k

vscodeDA—IF ILEFH R THWTIATUNMEEEZITS
(Terminal T+ 0K)

[root@~]

[root@ /]

XT3tk
suad< >R TrootlZii b1 —HFEwheel S IL—TDHET D

[root@ /]
[root@ /]
[root@ /]

letc/pam.d/suZfRET %
€T30

#auth required pam_wheel.so use_uid

CIETS

auth required pam_wheel.so use_uid

CNTsuaX R TrootlZENBT7HoUE. wheel F IL—TIZFRBEL TWA T AU D H &4
%

X)) ToxR2


https://www.hanatare-papa.jp/entry/technology-tool-editor-1

sshDR—F4ZEET 5

\E
https://labo.kon-ruri.co.jp/sakura-vps-ssh-security-protection/

sshDR—rEFEEIL, S(OVPSDIZEEL1025~49151F LT T S, 5L, 2000F L HEE

letc/pam.d/suZEfRE T 5
(#m&an)

#Port 22
[fm&ERk]

#Port 2000

[root@ /]
[root@ /]
[#&5R]

Active: active (running)

usr/lib/firewalld/services/ssh.xml|Z#RET 5
(€TE==0))

<port protocol="tcp" port="22"/>

€TE 30
<port protocol="tcp" port="2000"/>

T7A4V—0+— LR, BEIEBRTE . MR

[root@ /]# firewall-cmd --state

not running

[root@ /]# systemctl start firewalld.service
[root@ /]# firewall-cmd --state

running

[root@ /]# systemctl enable firewalld.service
[root@ /]

[#ER]

success

[root@ /]# firewall-cmd --1list-all

HKo@AVY—I)LEEZRWNT, /N7y I L ZEENIZT S
SSH#E#E port 2000 Tt TE N ILOK

ssh -p 2000 admin@[IP7KL X]

admin@[IP7KL R]'s password:

X ToRK3


https://labo.kon-ruri.co.jp/sakura-vps-ssh-security-protection/

SSH—CO)/\ZU I\HIL\EIEEJ-._-IJ-—L/ /AFaﬁﬁﬂ'b\ﬂIE—co)ﬁﬂlh\ﬂIEEﬂﬁE&Té

\E
BRAERK
https://labo.kon-ruri.co.jp/sakura-vps-ssh-security-protection/

=1 —]

sshd_configd &% &
http://bluearth.cocolog-nifty.com/blog/2018/08/root-7716.html

vscodeD i 5k EERemote SSH 1% {# > T, SSHTYE—rH—/\E(ZEST, lroot1 7Hho >
B L EEEZLEZLY,
(VImZREICIBN TE ST, rootblS TH— /N E D EE % L1-FIZPermission defindeT5—5%
EELEDT, TTA3FVIIZT7AMILERIENTESIRemote SSHIZ{#>T. vscode L TE%
MTEDESIZLT=LY)

TEDEREZITD

rrOOU?ﬁ'j/"@SSHmunl—Hj: r’\Faﬁﬁinunﬁjo)}FC‘“D'f’f‘/ﬂﬁE
(rootTD /AR T —REREEILZEELE)
MEEDEHATIL, root TOSSHERE BAZLLIZT HZED AN ZLATZLN?

Tadminl 7 A9 LRIk,

MacDA—3F )L L CARB-WZHREERTS

$ cd ~/.ssh

$ .ssh % ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/xxxxx/.ssh/id_rsa):
sakura_vps_ 153 .XXX.XX.XXX

$ 1s

[#ER]

sakura_vps_ 153 .XXX.XX.XXX

sakura_vps_153.XXX.XX.XXX.pub

$.ssh % ssh-add -K /Users/a—%/.ssh/sakura_vps_153.XXX.XX.XXX

# rootD N BHMEVPSIZE iR
$ ssh-copy-id -p 2000 -i /Users/ad1—%/.ssh/sakura_vps_153.XXX.XX.XXX.pub
root@153 . XXX. XX . XXX

$ ssh-copy-id -p 2000 -i /Users/ad1—%/.ssh/sakura_vps_153.XXX.XX.XXX.pub
root@153 . XXX. XX . XXX

VPSIZSSHO A>3 %
-/root/.ssh/authorized_keys
-/home/admin/.ssh/authorized_keys

[CARBABHEINTNDHILEMHR

letc/ssh/sshd_configx#R&Ed %


https://labo.kon-ruri.co.jp/sakura-vps-ssh-security-protection/
http://bluearth.cocolog-nifty.com/blog/2018/08/root-7716.html

(#mEEA]

#PermitRootLogin yes

CIETS

PermitRootLogin prohibit-password

CZET:0D

PasswordAuthentication yes

[HmER]
PasswordAuthentication no

CZET:0D)

ChallengeResponseAuthentication yes

CIETS

ChallengeResponseAuthentication no

vscodeMremote sshVSBL TSR ET7MILERET S
User/a—+/.ssh/config
(#m&ai)
Host sakura_vps(root)
HostName [VPSDIPF7KL X]
Port [VPSDPort®HFE =]
User root

€SI
Host sakura_vps(root)
HostName [VPSDIP7KRL X]
Port
User root
#1B5C
IdentityFile /Users/d—%/.ssh/sakura_vps_153.XXX.XX.XXX

root AR A X TSSHE > T, CentOSTE BT A Mtestuser)ZFKITL . MacDR2—=F
JILTTFRDESIZHE-TLINIFOK

$ ssh -p 2000 testuser@1l53.XXX.XX.XXX

testuser@l53.XXX.XX.XXX: Permission denied (publickey).

Apache




\£
https://knowledge.sakura.ad.jp/8541/

ApacheZA 2 A+—ILE %

[root@ /]
[root@ /]
[root@ /]
success

[root@ /]

success
[root@ /]
[root@ /]

hitp:/[IP7 L 2]/ TApacheDTARR—U W FITAHZEEHER TENILOK

ATV DIN—IYaVERTETH

[root@ /]

[root@ www]

drwxr-xr-x 2 root root 4096 Mar 24 23:58 cgi-bin
drwxr-xr-x 2 root root 4096 Mar 24 23:58 html
[root@ www]

[root@ www]

drwxr-xr-x 2 root root 4096 Mar 24 23:58 cgi-bin
drwxr-xr-x 2 apache apache 4096 Mar 24 23:58 html
[root@ www]

¥/8—2y 375512 kvs code D LR EE remote ssh1IZk 277/ ILIREEBMEIREMNTE
BODTN—ZIyavE—FBMIZ7T77IZLTE T, &R T 75512R Y

L

https://my-web-note.com/wsl-vscode-develop/

Fadminilroot| 7 h o b®DH T 45 JL—TFIZlapache T IL—TZ&EMT 5,

NEAPBZET., lroot)ladmini 7A™H 2+ TH . Remote SSHTvscode E HSvar/www/htmlE
TIZ77AILDIRELEM/BIBRENTED LSS,

[root@ html]
[root@ html]

[root@ html]
[root@ html]

Fadminilroot] 7 H™ > kTvarwww/htmIiE FIZxH LT, 77 IILIREEM/EIBRENTEZEIE
#HEZEHENIXOK

PHP


https://knowledge.sakura.ad.jp/8541/
http://153.121.32.212/
https://my-web-note.com/wsl-vscode-develop/

vVS&E
https://shimaichi.blog/centos7-php8/

PHPZA2A—ILT B
[root@ html]
[#&R] phplcBTH/1\vTr—ONENCLEHER
[root@ html]

[root@ html]
[root@ html]

[#58 ]Complete!

SURYY I D8ES . php AT RHERR
[root@ html]
bash: php: command not found
[root@ html]
[root@ html]
[#5R ]PHP 8.0.22

php.iniDIEFEHERT 5

[root@ html]
Configuration File (php.ini) Path => /etc/opt/remi/php86

[root@ html]

letc/opt/remi/php80/php.inixfREd 3

expose_php = On

expose_php = Off

post _max_size

post _max_size

upload_max_filesize = 2M


https://shimaichi.blog/centos7-php8/

upload_max_filesize = 26M

date.timezone = "Asia/Tokyo"

mbstring. language = Japanese

mbstring.internal_encoding = UTF-8

mbstring.http_input = UTF-8

mbstring.http_output = pass

mbstring.encoding_translation = On

mbstring.detect_order = auto

mbstring.substitute_character = none

vi /var/www/html/info.php

<?php phpinfo(); ?>
ApacheH 2 &)

TS5 Thttp://<IP7 KL X >/info.php TEI{ERER H E N 10K

BLEREICOMTR AV EE




\£
https://rainbow-engine.com/onamae-domain-sakuravps-apply/

BRAACOMTHDTDORAMVERIFDHZEIE AT AU HBIIGTES

MariaDB

\E
https://shimaichi.blog/centos7_9-mariadb10_6/

Centos7IZF 74 )L TA>TL bMariaDBZHl &

[root@ /]
mariadb-1libs.x86_64 1:5.5.68-1.el7
@base

[root@ /]
[#55 JComplete

YIROM) I7AIVEERT D
vi letc/yum.repos.d/mariadb.repo

[mariadb]

name = MariaDB

baseurl = http://yum.mariadb.org/ /centos7-amd64
gpgkey=https://yum.mariadb.org/RPM-GPG-KEY-MariaDB
gpgcheck=

enable=

MariaDBZ A > Ab—ILT %

[root@ /]

[root@ /]

[root@ /]

[#58 ]Complete

[root@ /]

MariaDB-client.x86 64 .centos
@mariadb

MariaDB-common.x86_64 .centos
@mariadb

MariaDB-compat.x86_ 64 .centos
@mariadb

MariaDB-devel.x86_64 .centos
@mariadb

MariaDB-server.x86_ 64 .centos
@mariadb



https://rainbow-engine.com/onamae-domain-sakuravps-apply/
https://shimaichi.blog/centos7_9-mariadb10_6/

MariaDB-shared.x86 64 10.6.9-1.el7.centos
@mariadb

galera-4.x86_64 26.4.12-1.el7.centos
@mariadb

MariaDB%*#Z #1195

[root@ /]

/usr/sbin/mysqld

[root@ /]

[#58 JActive: inactive(dead)
[root@ /]

[root@ /]

[#58 JActive: inactive(running)

MariaDB%# B EfE ENER ET 5

[root@ /]
[root@ /]
enabled

MariaDBD R EIT R
[root@ /]

RTIEITTEESH
https://shimaichi.blog/centos7_9-mariadb10_6/#:~:text=%E3%81%B00OK%E3%81%A7%E3
%81%99%E3%80%82-,%E5%9F %BA%E6%9C%AC%ET7 %9A%84%E3%81%AA%E3%82

%BB%E3%82%AD%E3%83%A5%E3%83%AA%E3%83%86%E3%82%A3%E3%81%AE%
E8%A8%ADY%ES5%AE%9A,-mariadb%2Dsecure%2Dinstallation

MariaDBDERE T 7 A ILINv I T VT
[root@ /]

letc/my.cnf.d/server.cnfE#R&Ed 5
(#m&ai)

[server]

[HmER]
[server]
character-set-server=utf8

[root@ /]
[root@ /]
[#ER]

[#58 JActive: inactive(running)



https://shimaichi.blog/centos7_9-mariadb10_6/#:~:text=%E3%81%B0OK%E3%81%A7%E3%81%99%E3%80%82-,%E5%9F%BA%E6%9C%AC%E7%9A%84%E3%81%AA%E3%82%BB%E3%82%AD%E3%83%A5%E3%83%AA%E3%83%86%E3%82%A3%E3%81%AE%E8%A8%AD%E5%AE%9A,-mariadb%2Dsecure%2Dinstallation
https://shimaichi.blog/centos7_9-mariadb10_6/#:~:text=%E3%81%B0OK%E3%81%A7%E3%81%99%E3%80%82-,%E5%9F%BA%E6%9C%AC%E7%9A%84%E3%81%AA%E3%82%BB%E3%82%AD%E3%83%A5%E3%83%AA%E3%83%86%E3%82%A3%E3%81%AE%E8%A8%AD%E5%AE%9A,-mariadb%2Dsecure%2Dinstallation
https://shimaichi.blog/centos7_9-mariadb10_6/#:~:text=%E3%81%B0OK%E3%81%A7%E3%81%99%E3%80%82-,%E5%9F%BA%E6%9C%AC%E7%9A%84%E3%81%AA%E3%82%BB%E3%82%AD%E3%83%A5%E3%83%AA%E3%83%86%E3%82%A3%E3%81%AE%E8%A8%AD%E5%AE%9A,-mariadb%2Dsecure%2Dinstallation
https://shimaichi.blog/centos7_9-mariadb10_6/#:~:text=%E3%81%B0OK%E3%81%A7%E3%81%99%E3%80%82-,%E5%9F%BA%E6%9C%AC%E7%9A%84%E3%81%AA%E3%82%BB%E3%82%AD%E3%83%A5%E3%83%AA%E3%83%86%E3%82%A3%E3%81%AE%E8%A8%AD%E5%AE%9A,-mariadb%2Dsecure%2Dinstallation

mariadb -vCT FEED K524 (XOK

[root@ /]

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 3

Server version: 10.6.9-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Reading history-file /root/.mysql_history
Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.

MariaDB [(none)]>

WordPress
\ ot
https://shimaichi.bl ntos7 9-wordpr

wordpressaAVTUVEAVAM—ILT B

[root@ html]
[root@ html]
[root@ html]
[root@ html]
[root@ html]
[root@ html]
[root@ html]

wordpressMDBYERL . 1 —H1ERL

MariaDB [(none)]> create database 11— % default character set utfs;
MariaDB [(none)]> GRANT ALL ON 1—H4% .* T0 A—H—%@localhost
IDENTIFIED BY '/SRT—F';

MariaDB [(none)]> select
host,user,select_priv,create_priv,insert_priv,grant_priv from
mysql.user;

MariaDB [(none)]> FLUSH PRIVILEGES;

wordpress® ¥ #5% &
https://shimaichi.blog/centos7_9-wordpress/#:~:text=Bye-.\WWordPress%20%E5%88%9D%E6
%9C%9F % E8%A8%AD%ES5%AE%9A -Web%E3%83%96 % E3%83%A9%E3%82%A6%E3
%82%B6%E3%81%A7

| SSLITEAE Let.s EncryptZ&E A



https://shimaichi.blog/centos7_9-wordpress/
https://shimaichi.blog/centos7_9-wordpress/#:~:text=Bye-,WordPress%20%E5%88%9D%E6%9C%9F%E8%A8%AD%E5%AE%9A,-Web%E3%83%96%E3%83%A9%E3%82%A6%E3%82%B6%E3%81%A7
https://shimaichi.blog/centos7_9-wordpress/#:~:text=Bye-,WordPress%20%E5%88%9D%E6%9C%9F%E8%A8%AD%E5%AE%9A,-Web%E3%83%96%E3%83%A9%E3%82%A6%E3%82%B6%E3%81%A7
https://shimaichi.blog/centos7_9-wordpress/#:~:text=Bye-,WordPress%20%E5%88%9D%E6%9C%9F%E8%A8%AD%E5%AE%9A,-Web%E3%83%96%E3%83%A9%E3%82%A6%E3%82%B6%E3%81%A7

\£
https://knowledge.sakura.ad.jp/10534/

modssIMA UV AR—ILEN TS EXHERET D

[root@ /]
mod_ssl1.x86 64 1:2.4.6-97.el7.centos.5

@updates

httpsBIEM I77A T I+ —IL THRISN TSI LEFERT D

[root@ /]
[#ER]
services: dhcpv6-client http https ssh

[root@ /]
Is this ok [y/d/N]: y
Complete!
[root@ /]

KIS—ARTENDGEE
Unable to find a virtual host listening on port 80 which is currently needed for Certbot to
prove to the CA that you control your domain. Please add a virtual host for port 80.

[root@ /J# vi /etc/httpd/conf/httpd.conf

NameVirtualHost *:80

<VirtualHost *:80>

ServerAdmin root@takacube.com
DocumentRoot /var/www/wordpress
ServerName takacube.com
</VirtualHost>

BE.HAERFIIVREETTS
[root@ /]

[root@ /]

letc/httpd/conf/httpd.conf&iEFE 3 5 & B EIRIIZIBRE SN TLNS

NameVirtualHost *:80



https://knowledge.sakura.ad.jp/10534/

<VirtualHost *:80>

ServerAdmin

DocumentRoot /var/www/wordpress
ServerName takacube.com
RewriteEngine on

RewriteCond %{SERVER_NAME} =takacube.com

RewriteRule ~ https://%{SERVER_NAME}%{REQUEST URI} [END,NE,R=permanent]
</VirtualHost>

Include /etc/httpd/conf/httpd-le-ssl.conf

[root@ /]

chrome EMSTZDFIBREIFITY , EHEHO TS EFXHERT D
https://takacube.com/

AEREOEHEH
[root@ /]

Active: active (running)

[root@ /]

EH1B OO ?IZEIRREDEH
https://dabohaze.site/cron-ssl-auto-update/
*/3 * Jusr/bin/certbot renew && /bin/systemctl restart httpd

[root@ /]
@ 01 */3 * /usr/bin/certbot renew &% /bin/systemctl restart httpd

ApacheiRE77 1 IUEIE, I8

letc/httpd/conf/httpd.confdd DocumentRoot%# ZE B9 %
(ZEHi)

DocumentRoot "var/www/html"
(ZEEk]

DocumentRoot var/www

(£E#R]

<Directory "/var/www/html">

(£E#%]


mailto:root@takacube.com
https://takacube.com/wordpress/
https://dabohaze.site/cron-ssl-auto-update/

<Directory "/var/www">

VirtualHostZ K ALV B IZT 7ML T TS
IRK &, /httpd.conf7 7 A ILD FIZ, VirtualHostZzEE & L TLV S,

FER.ADDVPSOHR T, BHDE AU HEERT 5o ThH>1=15E 4. /httpd.conf7 74 )LD F
T. FASUEITVirtualHostZ ERE L TLESE. Ch eIl LTHhHMYIKLDO T T
takacube.comE R [ZVirtualHostZ77 1 L&) > T, /httpd.conf7 74 JL Tlnculuded %
letc/httpd/conf.d/takacube.com.confZ # iR 1ERL TS

NameVirtualHost *:80

<VirtualHost *:80>
ServerAdmin root@takacube.com
DocumentRoot /var/www/wordpress
ServerName takacube.com
RewriteEngine on
RewriteCond %{SERVER_NAME} =takacube.com
RewriteRule ~ https://%{SERVER_NAME}%{REQUEST URI}
[END, NE, R=permanent ]
</VirtualHost>
Include /etc/httpd/conf/httpd-le-ssl.conf

letc/httpd/conf/httpd.conf D T iR BT ZEIBR T 5

NameVirtualHost *:80

<VirtualHost *:80>
ServerAdmin root@takacube.com
DocumentRoot /var/www/wordpress

ServerName takacube.com

RewriteEngine on

RewriteCond %{SERVER_NAME} =takacube.com

RewriteRule ~ https://%{SERVER_NAME}%{REQUEST URI} [END,NE,R=permanent]
</VirtualHost>

Include /etc/httpd/conf/httpd-le-ssl.conf

X BELIHNIL
letc/httpd/conf/httpd-le-ssl.confZ R 3%
(£E&]

DocumentRoot /var/www/html

(KE#%R]

DocumentRoot /var/www/wordpress



phpMyAdmin

VS5E

https://sei-simple.com/it/centos7-phpmyadmin/
https://qiita.com/ekzemplaro/items/f7e0b68568fbbd452b57

[root@ html]
[#ER]
Installed:
phpMyAdmin.noarch 0:4.4.15.10-6.e17

[root@ html]
phpMyAdmin.noarch
[root@ html]
[root@ conf.d]

mod_sslZ A/ A—ILT B

[root@ /]
[root@ /]
[FER]
Installed:
mod ssl1.x86 64 1:2.4.6-97.el7.centos.5

Installed:[root@ /]

/etc/httpd/conf.d/phpMyAdmin.conf
http://takacube.com/phpMyAdminT2V8jY{M/

phpMyAdmin.conf& FEEDER D LIIHEET S
*ModSSL®#E A
CBEDIPTRL AN DD HphpMyAdmMinE 7 I 2R TE5 L5123 %

https://takacube.com/wp-content/uploads/2022/09/phpMyAdmin.conf %E5%B7%AE%E5%8
8%86.html


https://sei-simple.com/it/centos7-phpmyadmin/
https://qiita.com/ekzemplaro/items/f7e0b68568fbbd452b57
http://takacube.com/phpMyAdminT2V8jYfM/
https://takacube.com/wp-content/uploads/2022/09/phpMyAdmin.conf_%E5%B7%AE%E5%88%86.html
https://takacube.com/wp-content/uploads/2022/09/phpMyAdmin.conf_%E5%B7%AE%E5%88%86.html

